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ADS products are Safe because they meet societal Safety expectations
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ADS — Automated Driving System

ODD - Operational Design Domain

RDW, KBA — national EU state authorities
NHTSA, FMCSA - US authorities
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The Risk Management Core Stakeholders )~ 43
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Safety Driven V&V AX

Risk Analysis Risk Acceptance
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Effectiveness Check: V&V needs to show, that the measures in fact reduce the risk as planned
« V&V is part of the Risk Management Core — it makes risk modelling possible at all
« V&V part in the Risk Management Core can check and demonstrate the social expectations

= V&YV targets & success criteria need to be derived from societal acceptance criteria
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Risk Management Core — Towards an Explicit
Representation of Risks in Automated Driving

Nayel Fabian Salem, Thomas Kirschbaum, Marcus Nolte, Christian Lalitsch-Schneider, Robert Graubohm,
Markus Maurer

Abstract—Current automotive safety standards define the
term ‘safety’ as the absence of unreasonable risk. However, for
automated driving systems (SAE Level 3+) the ‘unreasonable”
level of risk is not yet concisely defined. Solely applying current
safety standards to such novel systems could potential

knowledge about risk reduction meas
standards, an explicit alignment with risk acceptance crit
is challenging. Hence, we propose an approach for an ex
representation and management of risks, which we call the Risk
Management Core (RMC). We base our proposal of this process
framework on requirements elicited from current safety standards
and finally apply the RMC to the task of specifying safe behavior
for an automated driving system in an example scenario.

implicit knowledge about how risk reduction measures con-
tribute to the satisfaction of risk acceptance criteria. ISO 21448
elaborates on the necessity of specifying risk acceptance criteria.
However, it is Ieft open, which of the referenced acceptance
criteria could be suitable and why.

1SO 26262 provides a framework for managing risks
implicitly in order to achieve functional safety. Neither the
risk reducing contribution of safety measures nor respective
risk acceptance criteria arc explicitly mentioned. To allow the
argumentation for a functionally safe system, it is necessary to
perform a hazard analysis and risk assessment and afterwards
reduce the identified potential risks to a reasonable amount
by i ing according measures. The implicitness of the

Index Terms—Risk, Risk Safety,
Driving

1. INTRODUCTION
HE 1 duction of d vehicles
(SAE Level 3+ [I]) on public roads can be supported by
a safety case. It should provide reasoning and evidence for why
the system is assessed to be safe. Safety on the other hand is a
term, where there is no common ing about its mean-

way risk is managed in ISO 26262 becomes evident when
examining the parameters that are provided for the analysis of
hazardous events and the definition of safety goals. Hazardous
cvents shall be classificd by using classes for the severity of
potential harm (S), the cxposure to an operational situation (),
and the controllability of a hazardous event (C) by the driver
or other persons involved. As a result of this classification,
safety goals shall be defined and assigned with a respective

ing — especially among different stakeholders [2]. Automotive
safety standards and reports relevant for automated vehicles
such as ISO 26262 [[3], ISO 21448 [2] and ISO/TR 4804 [5] use
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fety integrity level (ASIL). The level depends
on the result of the classification for the hazardous events
that are addressed by the safety goal. While clearly specifying

izational and process requi as well as hardware
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